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Sizma Testl, sistemler uzerinde insan, mantiksal ve kodlama hatalarindan
kaynaklanan zafiyetlerin tespit edilmesi ve tespit edilen bu zafiyetlerin bilinen
tum yollar denenerek istismar edilmesiyle sistemlere yetkisiz erisim saglanmasi
seklinde gerceklestirilen guvenlik denetimine verilen isimdir.

Amacg, guvenlik zafiyetini bulmakla yetinmeyip, bulunan acikligi istismar ederek,
sistemlerde erisimler elde etmek ve bunun kanitlanmasi; soz konusu guvenlik
acikliklarinin kotu niyetli kisiler tarafindan istismar edilmeden once tespit
edilerek, bertaraf edilmesi ve sistemlerin daha guvenli hale getirilmesidir.
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Sizma Testi Hizmetlerimiz

O Web ve Mobil Uygulama Sizma Testler!
O Dahili ve Harici Ag Sizma Testleri

O Kablosuz Ag Sizma Testler!
O loT, Kiosk, ATM Sizma Testleri

O Cloud, Docker Sizma Testler!
O API/Endpoint Client Sizma Testlerl

O Red Team ve Sosyal Muhendislik Testlerl

O DDoS Saldirt Simulasyon Testler!
@NETAS
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Sizma Testi Hizmetine Neden ihtiyac Var?

Saldirganlarin  (Hacker) sahip oldugu motivasyon, bilisim uzmanlarinin sahip oldugu
motivasyonun ustundedir. Bu sebeple saldiriya dayali bir guvenlik bakis acisi olmadan yapilan
guvenlik degerlendirmelerinin eksik kalmasi

Dunyada artan siber saldirilar ve kritik veri sizintilari ile kurumlarin yasadigl prestij ve maddi
kayiplar

DDoS saldirilari ile Kritik sistemlerde yasanan Hizmet kesintiler!

Kurum personellerinin yetkinlik/farkindalik eksikliklers

Regulasyonlar geregi Kurumlarin Sizma Testi Hizmeti alim zorunlulugu, 1ISO 27001, PCI DSS,
BDDK, EPDK, HIPAA

Web ve Mobil Uygulama gelistirme asamalarinda, Ag altyapisi ve Sunucu Sistemlerin canll
ortamlara alinmadan onceki son asamalarinda Sizma Testleri "Zaruri proje adimlarindan birisi”
haline gelmis olmasi.
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Si1zma Testi Sonrasi Hangi Ciktilar

Sagliyoruz?

Kurumun vyetkili kullanicilarinin bilerek ya da bilmeden yapabilecekleri zararli aktivitelerin
tespiti

Kotu niyetli diger kullanicilarin (hacker) ic ve dis ag uzerinden gerceklestirilebilecegi
saldirilara karsi kurumun guvenlik seviyesinin olgulmesi

Internet Uzerinden kurum hakkinda elde edilebilien hassas bilgilerin tespiti ile istihbarat bilgi
paylasimi

Ele gecirilen sistemler uzerinden daha kritik bilgilere ulasilip ulasilmadiginin tespiti
Sosyal Muhendislik Saldirilarina karst kurum calisanlarinin farkindaliginin olgulmesi
Kurumun, Regulasyonlara gore Guvenlik uyumluluk durumunun olculmesi

Sizma Testi Raporlarini, Teknik ve Yonetim raporu olarak 2 farkli bolumde sunuyoruz.
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EKip Uzmanlik Sertifikalarimiz

Cesitli yetkinliklere, gecmise ve konusundaki uluslararasi sertifikasyonlara
sahip arastirmacilari surece dahil ediyoruz.

® . P z @ = .
OFFENSIVE i
SEEUATY EC-Council

eMAPT CERTIFIED
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Red Hat

=

Extreme-

networks

NortonLifelLock

Zafiyet Kesiflerimiz

O CVE-2022-2256: RedHat Keycloak Open Source
Identity and Access Manhagement - Stored XSS
Vulnherability

O CVE-2020-18305: Extreme Networks Switch EXOS
Chalet Web GUI - Privilege Escalation Vulherability

O CVE-2019-18373: Norton App Lock - Security
Passcode/Pattern Lock Screen Bypass Vulnerability

G NETAS
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Referanslarimiz

Guvenlik Zafiyet Test hizmetleri konusunda sektorunun en buyuk sirketleri
tarafindan guveniliyoruz. NDA anlasmalari geregi referans bilgileri yazili
olarak paylasilamamaktadir. Netas Satis temsilcinizden bilgi alabilirsiniz.
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2016-2025 Sizma Testi Projelerimiz

O Finans Sektoru - Yurtici ve Yurtdisi tum kurum BT Altyapisi, DDoS

QO Holding - Yurtici ve Yurtdisi tum kurum BT Altyapisi

O E-Ticaret - Tum BT Altyapisi

© Uluslararasi Magazacilik - Web/Mobil Uygulamalar

O Havacilik Lojistik Sektorua - Tum BT Altyapisi, DDoS, Sosyal Muhendislik
O Otomotiv - Web/Mobil Uygulamalar, Sosyal Muhendislik

O Havacilik Sektoru - Tum BT Altyapisi, DDoS

O Arge - Web Uygulama
O Bircok Cesitli Sektorden Kurum - \¥eb/Mobil Uygulama

O Sermaye Piyasasi — Tum BT Altyapisi, DDoS
O Telekom Sektoru - Tum BT Altyapisi, DDoS

GO NETAS
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Sizma Testi Metodolojisi

— izleri

Zafiyet Hak Sistemlere ’ Raporlama

’ Dogrulama

Tarama Yiukseltme Temizleme
Sicrama

GO NETAS
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Test Metodoloji ve Standartlar

O
O OWASP Mobile Application Security Verification Standard (MASVS)

O OWASP Firmware Security Testing Methodology
O "OSSTMM" Open Source Security Testing Methodology Manual
O TS 13638, PCI Penetration testing, ISSAF, NIST SP800-115

GO NETAS
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% Sizma Testi Metodolojisi

« Otomatik araclarin kacirdigi guvenlik aciklarini ortaya cikarmak icin

kendi manuel arastirmalarimiz ile yaratici sizma testi yaklasimlari
izliyoruz.

» Uygulamalar uzerinde tum mimari, endpoint ve parametreleri tespit
ederek, saldirt yuzeyini daha kapsamli sekilde adresleyip, olasi tum
saldiri senaryolarini ortaya cikartmayi hedefliyoruz.

 Kurumunuzun gunluk is operasyonlarindaki her turlu etkiyl azaltmak
iIcin tum sizma testi surecini kontrollu bir sekilde yurutuyoruz.

GO NETAS
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Tehdit istihbarati Kesif Kapasitemiz

* Sizma testi sirasinda, yalnizca guvenlik aciklarini belirlemenin otesine
gecerek HudsonRock, IntelligenceX, COMB ve BreachDirectory gibi
siber tehdit istihbarati kaynaklarini ve ihlal veritabanlarini kullanarak,
altyapinizla ilgili kimlik bilgilerinin tehlikeye atilip atilmadigini da
kontrol ediyor ve eyleme gecilebilir bilgiler sunuyoruz.

Lumma 2023-11-27710:28:46.670Z 2023-08-09T08:59:11.953Z HONOR Windows 10 (10.0.22621) [] chat-dl.google.com (2024-01-18T07:25:45.000Z), www.cisco.com (2024-05-24T17:40:44.0C
Lumma 2023-11-25T04:52:45.051Z 2023-11-17T10:43:53.034Z HONOR Mindows a0 (100 20ea 0 aaalaaaan o002 a0 atedinnaed 000020 o
Vidar 2021-05-06T21:52:52.5547 2021-05-03T22:43:26.000Z A

RN na 41 29NTAN.ND 7\ m~ama [N A NO NET11.11

: 70%]|
Querying HudsonRock for

— ERLTYy — H
@NETAS Stealer Family: Vidar

Date Uploaded: 2021-05-06T21:52:52.5547 f

Date Compromised: 2021-05-03T22:43:26.000Z
Computer Name: i
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Rapor Ciktilari

Sizma testi sonucu paylasilan guvenlik acigi bulgularinin gecerli, yeniden
tekrarlanabilir, kalitell ve aksiyon alinabilir ciktilardan olusmasini sagliyoruz.

OWASF Web Top 10 oty Dahill PCI-DSS
Zafiyetieri PO Zafiyetleri

3 KRITIK RISK BULLIMDL! 3 KRITIK RISK BULLMDLUI!

ICINDEKILER

22 Mart 2022 R APOR AVRINTILAR

GENEL BAKIS Gichi Yonlerin Ozeti

SIZMA TESTIi RAPORU: S Tt

OWASP Top 0 Web Uyguloma Zofiyetlen_____ b
Web Uygulama Sizma Testi OWASP Top 10 Mobil Uygulama Zafiyetieri

PCIDSS Zafiyeteri
Adventure Works Cycle SUREG VE TEST METODOLOJiSI

Bilgi Toplorma

Ropordlormo 00O @&

Szma testinin amaci meveut givenlik agidanm bulmak dzerine olsa da, alumiu bulgularn bilrmelk
faydah alacaktr. Meveut uygulamalann g Ogld yanlann anlamak, diger zafiyeti uygulamalarn
givenligini goglendirebilir ve sadlam bir savunma durnugund lkarg yon verabilic.

L Oturum agrma formiarnmn iki asamal dogrulamanin etkin olmas
2. Parclalannveritabanlannda hashill clarak saldanmas
3. Her lullame igin gOch erigim kontrol( denetimilerinin takip edilmesi

DogulomoaTess =~ 0200@00000D0@&
fofyet SommeveDogrilomo_ 0202020202022z zZd Zz Zz 9o &
banue] ve Otormatik Taromalar.

Zayif Yonlerin Ozeti

MNETA§ uzmaniar, Adventure Works Cyde icin gergellestirdigl degerlendimeler srasinda birgok
givenilik agajina rastiarmgtir.

KAPSAM VE KURALLAR

YONETICI OZETi L Kullamci girdialanlonnda zayil sanitizasyon uygulannmas
] . v Tinwad 2. Sunucularda root erigimine sahip clmamas gereken dosyalar
- (azm e ’ 3. Oturum agma formiannda zayif brute-force koruma melkanizmalan
% ZapfVoberinOpeti~~~~~~======00 = 2 8
g Gucha Yonlerin Ozeti
f i ) Gozam Onerileri ve Tavsiyeler
] RISK DERECELENDIRME
g Anem Derecesing Core Derecalendimme METAS, organizasyonun g venlidini arttrrnak igin asadidald stratejik adimilann takip edilmesini
a2 - anermektedir:
a Zafiyet Gzeti Tablosu
=1
B -
= GORSEL SONUC Herkesa agik alarak erigilebilen sayfalar ve hassas bilgiler igin kimililk dogrulamasim zorunl
= SOL Injection Zafiyeti keihir.
. @ SOL INJECTION Artik kullamilmayan eski sunuculan, wygulamalan ve alan adlanm hizrmete durdurn
| NETAS _. tmerlyle convent senvunmas e

SQL INJECTION SIEM gibi ek algilama gozamiertyle givenlik savunmasin goghendirin

"~

GEhvanlik Teet Hiznnetlar
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Rapor Ciktilari

Zafiyet Ozeti Tablosu

Gavenlik denetimi sonucunda tespit edilen bulgular bu bélimde siniflandirilarak gérsel olarak

sunulmaktadir.

3

A KRITIKRISK A, YOKSEKRISK

Her bir risk dUzeyinde asadidaki guvenlik aciklar bulunmustur. Toplam gldvenlik aciklarinin risk duzeyini
belirlemede bir faktér olmadigini bilmek énemlidir. Risk seviyesi, bulunan guvenlik aciklarinin ciddiyetine
baglhdir.

Zafiyet No — Zafiyet Adi ve Ozeti Skor  Risk Seviyesi

Al - SQL INJECTION

Use parameterized queries (also known as prepared statements) for all ’u_\
database queries.

K1 - SQL INJECTION

Use parameterized queries (also known as prepared statements) for all

database queries.

¥1- SQL INJECTION

Use parameterized queries (also known as prepared statements) for all

database queries.

GORSELSONUC

enlik Denetlemesi sonucunda tespit edilen bulgular bu bolimde siniflandinlarak gdrsel olarak
ulmustur. Kapsam dahilinde Test edilen sistemlerde bulunan zafiyetlerin risk seviyesine gore
Jihimi Sekil 1'de, zafiyet tipine gore sayisal dagihimi Sekil-2'de gdsterilmistir.

m Acil
m Kritik
m Yuksek

m Orta
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Rapor Ciktilari

Vuln. Type(s) Insecure Redirect
Access Point(s) External

Attacker Profile Anonymous

Stealing OAuth Tokens via an Insecure Open Redirect

Access Point(s) External

Attacker Profile Anonymous
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“Inspactor” allows view the fully decoded values of parameters, cookles, or a substring that we've selected

Stored Cross-site Scripting (XSS) — Leads to s m
Account Takeover

vuln. Type(s) Insufficient Input Validation feed:datertext/htmi,<img sre=x ocneror=alert{docurnent.cookie)>

Access Point(s) External
Attacker Profile Anonyrmous

Affected Host(s) POST hittps://university secoscccossococoed apl/ posts

Affectad datafcontext)
Pararmeter(s) arcan

Impact(s) Execute Malicious JavaScript Code, Cookde Stealing, Account Takeover

The xoeosocooecocoocd LMS application hitps:/ [ wwwoeossecocoosocadblog | ks

affected by a Stored X55 in the data{context} parameter. This when we inject the
Javaseript code feedtdatectaxtfhitmi, <img sre=x onerror=alert(1)><b> and it is
stored and executed in the response page were viewed by the users, the
vulnerable poge will show the currant cookle value in an alert boa

What is Stored cross-site scripting?

Stored cross-site scripting {also known as second-order or persistent XS5) arlses

when an application receives data frorm an untrusted source and Includes that

data within its later HTTP responses in an unsale way.

In terms of exploitabllity, the key differance between reflected and stored XS5 s

that a stored X55 vulnerability enables attacks that are self-contained within the Ramadiation [5]
application itself.

Contact with wendor for security mitigations.

The server reads data directly from the HTTP request and reflects it back in the httpE:Hmmsp.mgfmwr—mmurirﬁmmr:kshss.f
HTTF response. The paylood feed:detaztext/htmi,<img src=x httpe:/ | portswigger.net/web-security/ cross-site-seripting

onarror=alert(1)>«<b> was submitted inthe datafcontext} parameter. Payload s Reference(s) How to prevent X557 (hitpe:/ portswinager net{ web-security  eross—site-
copled from o request and echoed into the application’s immediate response In serlpting[prevanting)

an unsafe weoy.

Proof(s)
LearnWorlds LMS application contains a stored X585 vulnerability in the Course Discussion function. A victim

user can views all discussions after they are posted. XS5 will be executed when ever any legit user visits
Discuss tab.
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DoS/DDoS Dagitik Hizmet Disi Birakma

Saldiri Simulasyonlari

Volumetrik: UDP-ICMP bandwidth, Tcp Syn, Ack, Psh+Ack, Rst
Flood, DNS, NTP, SNMP, Portmap, Netbios, RIPvi Amplification
Saldiri testler!

DNS Saldirilar: DNS Flood, DNS Amplification

Uygulama Katmani: Http, Https GET/POST Flood

Sistem Kaynak Tuketimi : Ping of Death, Slow read, Sock
stress, Tcp Syn-Fin, Rst Flood saldiri teknikleri ile Sunucu,
Firewall, Load Balancer gibi aktif sistemlerin kaynak tuketimine
yonelik saldirilar

BotNet: Yuzlerdce farkli IP kaynagi kullanarak ICMP, UDP, TCP,
http Flood saldiri teknikleri ile bot net saldiri simulasyonu testi.

Kuruma Ozel: Kurumunuz uygulama, sunucu ve guvenlik
sistemlerinize uygun karsilikli belirleyecegimiz senaryolar ve
ozel atak tipleri olusturarak yapilan ozel saldiri testler!

www.netas.com.tr
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Gelismis Saldiri Simulasyonlar

+1(603) 856-0481

Animsat Mesaj

eeeeee

OZEL - INTERNAL

O Hedefli E-mail Oltalama (Phishing) Saldirilari

O Vishing (Voice Phishing) Saldirilari
O Red Teaming

G NETAS



Sosyal Muhendislik Testi
Rapor Ciktilari
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263 Detailed Phishing Campaign Results

Below are results of users who opened the phishing emall, clicked the attached link, and either
submitted credentials or downloaded the attachment.

Campaing Timeline

Bz
w

“2
W3
#a
ns
#e

Results

Clicked Link Submitted Data
~ Wi
4 2

Did not open the given phishing eraill, or the email bounced.

Did not engage with attackers, such as providing sensitive information or downioading file.
Engaged with attacker, such as clicking a link, but did not provide sensitive information.

Provided sensitive information or downloaded files.

2024~01-08T08:24:47.3636887442 & Emai Opaned

2024-01-DBT07:12:24.7051344632 & email Opened

2024-01-0BT07:16:45.2269763822 & Email Opened

2024-01~08T0742.27.7625911332 & Frall Opened

2024-01-08T07:12:22.2810811072 2 Email Sent

2024-01-08707:59:42 4268387962 A subritted Data

2024-01-08707:12:22.820664404Z Emoll S

84-0)-08T08:1:36.4453388362 & Ernail Opened

0715:62 3338331802 & Email Openad

‘ Email Sent

IP Address

Status
B

Email Sent
Submitted Data
Email Sent

! ened
Email Sent
Email Sent
Er ened |

1

Submitted Data
Email Sent

4114

§ 41

Latitude

n Longitu«ﬁ

Send Date
[~

2024-01-08T07:12:21.208685585Z
2024-01-08T07:12:21.4769486227
2024-01-08707:12:21.742554875Z
2024-01-08T07:12:22.016699464Z
2024-01-08T07:12:22.281091107Z
2024-01-08707:12:22.548076175Z
2024-01-08T07:12:22.820664404Z
2024-01-08707:12:23.087952643Z
2024-01-08707:12:23.3583624197
2024-01-08T07:12:23.625769371Z
2024-01-08707:12:23.892374563Z
2024-01-08T07:12:24.1590890627Z
2024-01-08T07:12:24.434073995Z
2024-01-08707:12:24.705546835Z
2024-01-08T07:12:24.982081105Z
2024-01-08707:12:25.24757183Z

2024-01-08T07:12:25.5121428917
2024-01-08T07:12:25.7810841147
2024-01-08707:12:26.056370137Z
2024-01-08T07:12:26.321366106Z
2024-01-08T07:12:26.58792756Z

2024-01-08707:12:26.853484195Z
2024-01-08T07:12:27.1336184147
2024-01-08T07:12:27.402653624Z
2024-01-08707:12:27.756231985Z
2024-01-08T07:12:28.0421923347
2024-01-08707:12:28.310754867Z

Last Activity -

2024-01-08T08:24:47.3636897447
2024-01-08T07:12:24.705134463Z
2024-01-08T07:16:45.226976392Z
2024-01-08T07:12:27.762591133Z
2024-01-08T07:12:22.281091107Z
2024-01-08T07:59:42.426838796Z
2024-01-08T07:12:22.820664404Z
2024-01-08T08:11:36.445339836Z
2024-01-08T07:15:52.333833189Z
2024-01-08T07:12:23.625769371Z
2024-01-08T07:12:23.892374563Z
2024-01-08T10:33:30.3984428987
2024-01-09T12:54:27.60544055Z

2024-01-08T08:01:05.522410526Z
2024-01-08T08:45:25.248393866Z
2024-01-08T07:19:03.578538399Z
2024-01-08T07:12:25.5121428917
2024-01-08T07:12:25.7810841147
2024-01-09708:10:21.074889163Z
2024-01-10T14:30:35.564626094Z
2024-01-11T06:58:43.342236043Z
2024-01-10T09:56:40.192888884Z
2024-01-08T09:17:22.2573968917
2024-01-08T07:34:03.746285866Z
2024-01-08T07:12:27.756231985Z
2024-01-08T07:18:54.7523957427
2024-01-08T07:38:18.193982303Z
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Phishing Egitim Modulleri

] Office 365

Keep your account secure

Your organization requires Multi-Factor Authenticg
been temporarily blocked.

john.doe@mybusiness.com
(John Doe)

Action Required

[t et o —
Multi-Factor OTP Auth Required

Click the link to get started

Please visit to this link to active Multi-factor Auth
start the process of verifying your account with

If the problem continues, forward this message tdg
For additional support https: i

Email Link: Phishing Website ] Office 365

Malicious links will often appear with innocent Keep your account secure
looking text. By hovering over the link you'll

see the true link location, Often this is enough
to see the makcious intent.

Was this helpful? Send feedback to Microsoft. =2y
Your organization requires Multi-Factor Authentication. Your account has

been temporarily blocked

john.doe@mybusiness.com
(John Doe)

Action Required
T

Muiti-Factor OTP Auth Requred

lick the link to get started
Please visit to this Lok 10 active Multi-factor Authentication. This will
start the process of verifying your account with Microsoft.

If the problem continues, forward this message to your emall admin,

For additional support hitps/ s coicrosoft comien-au/toust center

GO NETAS
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Phishing Egitim Modulleri

Security Awareness Training Content from Phish Insight

Module1 @ 10 min. Module 2 @ 10 min. Module 3 @ 10min.

Phishing Password | = EXIT MODULE
Look out for red flags

Go to training >

Click below to learn different ways for identifying a BEC attack in an email.

Ta Nck Greysan ik groyson@guoRaiooeps Ccoms

oy e amemenemmanet Check the sender

AEMVIOUS 11 YO

ol 20dress may not ddways be
pur mbox. Click Reply’ and double
Mg}:wa:mm check the To' amal address - this vall show you
v the true Sendey
\_/ Lot me now when you ore free 30 thot | con send e la e oo ey
Also ook out for 25 and
URLS that are very Close 10 201Ul Corporate
54 [e |} b N Y Hery

Module 4 10min. Module 5

Spotting a phishing email is becoming increasingly difficult and will trick even the most careful
user. Having the confidence to ask "Is this genuilne?” can be the difference between staying

safe or a costly mishap.
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Test Araclanr

Burp Suite Professional

Nessus Professional, nuclei

Metasploit
sglmap, gobuster, amass, nmap

alrcrack-ng, wifijammer, bettercap, mitm-proxy,
tcpdump, responder, mimikatz, crackmapexec

binwalk, QEMU, EMBA, TROMMEL

Ozel Script, Exploit ve Donanim araclari

o
o
o
o
o
o
o

G NETAS
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Tesekkurler

NETAS

(o) Security Testing Services



